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Abstract

Nigeria, a country of over 200 million people, has been battling with various
national security threats since independence in 1960. Some of these core threats
include religious extremism, ethnic conflicts, poor public health facilities,
porous and poorly-manned borders; and, added to these in the 21"t century are
terrorism, insurgency, banditry and cybercrimes. This study discovers that the
country has deployed various multi-levered measures that are a mix of both
traditional defence mechanisms and socio-economic and political measures
designed to ensure the survival of the Nigerian state. However, the study discovers
that artificial intelligence has zero presence in the country’s strategic policy
document and doctrine. It argues that Nigeria should follow in the footsteps
of countries like the United States, Russia, China, Israel and Estonia that have
effectively integrated artificial intelligence into their overall national security
architecture. This integration, it discovers, has helped in the creation of a more
secured environments in such states. The study concludes by arguing strongly
for the integration of artificial intelligence into the Nigerian national security
architecture in the areas of cybersecurity, intelligence, defence and internal
security.
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Introduction

Artificial Intelligence (Al), is a relatively recent phenomenon that started
in the middle of the 20th century. However, the idea that mechanical
statues were capable of wisdom and emotion is as old as antiquity and finds
expression in Greek and Egyptian mythologies (McCorduck, 1979). Al has
many definitions, but the idea behind it is that machines can develop the
capability for intelligence similar to that of humans or even better. Indeed,
Babuta et al. (2020) have rightly observed that Al systems can rapidly
derive insights from large, disparate datasets and identify connections
that would otherwise go unnoticed by human operators. This makes Al a
significant tool for the improvement of humans’ everyday life. In fact, it is
not outlandish to liken Al to electricity, which Thomas Edison had rightly
predicted as, “a field of fields (that) holds the secrets which will reorganize
the life of the world” (NSCAI, 2021). The Russian President, Vladimir Putin
was therefore not exaggerating when he claimed that “whoever becomes
the leader in the field (of AI) will rule the world” (Hoadley & Lucas, 2018, p.
1). Al has many uses and can readily be adapted and adopted into different
sectors within the society. Countries like the United States of America,
Israel and Russia have comprehensively integrated Al systems into every
area of their respective states. Infact, Al systems play prominent role in
ensuring the overall security architecture of such states. This is apart
from the fact that such states now rely extensively to regulate their social,
political, and economic lives. For example, Isreal deployed offensive and
defensive weapon systems largely controlled by Al systems to counter the
various attacks launched against it by Hamas during the latest phase of
their confrontation in 2021 (Lappin, 2021).

The United States relies on Al systems to ensure the effective and
optimal functioning of its healthcare, financial and energy sectors (Sayler,
2020). The adoption of such Al systems has contributed significantly to
the overall security of such states. To be able to use Al systems effectively,
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there isneed to continuously provide adequate and accurate data. Data, in
the form of raw information, is the primary material that any Al systems
require to function optimally and effectively. The paucity of such data
has been a major barrier to the adoption of Al systems technologies in
developing countries. Nigeria, being a developing country and with its
low internet penetration, has found it difficult to effectively utilize Al
systems to address its pressing security challenges. It is the considered
opinion of these authors that the effective utilization of Al systems will
go a long way to help Nigeria to efficiently and effectively resolve such
security challenges like terrorism, banditry, insurgency and economic
insufficiency.

Conceptual Clarification: Artificial Intelligence

What exactly does Al mean? Owing to the diverse approaches to research
in the field, AI has no universally acceptable definition. One of the
earliest definitions came in 1956, the year Al was discovered as a field
of science, when John McCarthy defined the term as “the development
and use of machines to execute tasks which usually require human
intelligence” (Hoadley & Lucas, 2018, p. 5). With the explosion of
interest in Al technology during the new millennium, more definitions
sprang up. Russell & Norvig (2016), for example, defined the concept as
“the use of technology to carry out a task that would typically require
human intelligence.” Similarly, Bundy (2017) defined Al as the branch
of computer science dealing with the reproduction or mimicking of
human-level intelligence, self-awareness, knowledge, and thought in
computer programmes.” Despite the varied definitions and descriptions
of Al one thing is constant, Al aims to replicate human intelligence in
machines. Al has been defined by the European Commission (2018, p. 1)
as systems that display intentional behaviour through the analysis of their
environment and take specific actions, with some degree of autonomy to
achieve specified goals. Al-based systems can be purely software-driven,
acting in the virtual world (search engines like Google or speech and face
recognition software) or embedded in hardware devices (advanced robots
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or autonomous drones). Al system works on rationality and it achieves
this through immersion (perception of the environment via sensors), after
which it reasons and tries to modify its environment through actuators
(European Commission, 2018, p. 2)

Going by this description, Al has three broad categories. There is the
Artificial Narrow Intelligence (or Narrow Al), which refers to algorithms
that address specific problems, but can either have limited memory or
be reactive (Ajayi, 2020, p. 5). It responds to different stimuli without
previous experience, just like the human mind. A second category is
known as Artificial General Intelligence (or Deep Al/Strong Al). This
category of Al is a machine that can solve any task with its human-level
intelligence. Its likeness to humans means Deep Al can discern emotions,
needs, thought processes, and beliefs (Ajayi, 2020, p. 5). The third and
final category is the Artificial Super Intelligence, which is a hypothetical
Al system that does not just understand or mimic human intelligence, but
surpasses it (Ajayi, 2020, p. 5). Many experts have predicted that it will
take many decades before the field of Al advances to the state of Artificial
Super Intelligence. In fact, all current Al fall into the Narrow Al category,
which includes social media monitoring tools, drone robots, self-driving
cars and so on (Hoadley & Lucas, 2018, p. 2). This is the kind of Al system
that this research addresses.

Al in History
The birth of Al research is often traced to 1956 at a workshop held in
Dartmouth College (Haenlein and Kaplan, 2020, p. 3). It was at this
gathering that Marvin Minsky and John McCarthy coined the term
Artificial Intelligence to distinguish the field from related disciplines like
cybernetics (Haenlein and Kaplan, 2020, p. 3). By this time, Al had also
advanced to the level of solving algebra and even speaking English. Such
was the optimism of the age that, by the mid-1960s, the U.S. Department
of Defense started funding research into Al very heavily (Russell &
Norvig, 2021, pp. 63-79). Unfortunately, the enthusiasm that greeted this
new science was not sustained and Al technology began to wane in the
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1970s. The 1980s provided a brief period of boom in Al technology. This
revival was, however, short-lived as a couple of new additions to the
technology were commercially and functionally unsuccessful in the late
1980s. This marked a period of a second hiatus in Al science (Russell &
Norvig, 2021, pp. 63-79). The late 1990s and the early 2000s represented yet
another period of resurgence in Al technology. The period coincided with
breakthroughs in the science, and Al started being used for logistics, data
mining, and medical diagnosis, among others (Russell & Norvig, 2003, p.
28). This period witnessed advanced technology in computer games to the
extent that computers began defeating human champions in games such
as chess.

Anderson (2015)hasdetailedhowchangingmethods of communication,
vis-a-vis information technology, have posed new challenges for
intelligence agencies who have to grapple with terrorism and cybercrimes.
As such, these challenges call for the development of more sophisticated
analytical tools, and Al is likely to inform an important element of this
new toolkit. This fact is not lost on developed countries. In the U.S., for
example, the 2018 Department of Defense Artificial Intelligence Strategy
posits that “the United States, together with its allies and partners, must
adopt Al to maintain its strategic position in the world” (BPC, 2020). In
fact, the U.S. Department of State Al efforts are being coordinated by an
agency established for that purpose, the Join Artificial Intelligence Centre
(JAIC) (BPC, 2020, p. 3). Hoadley & Lucas (2018) have indeed documented
how Al is an integral part of U.S combats in both Syria and Iraq, with
algorithms designed to speed up the target identification process (Hoadley
& Lucas, 2018, p. 2). Indeed, U.S is not the on/ly developed country that
has tapped into Al for the purpose of national security, China, Russia and
the UK. are nations that infuse Al into their security apparatus. Of a truth
Al belongs to the immediate future and countries—whether developed
or developing—need incorporate it into their national security fabric,
particularly in countries such as Nigeria where insecurity is rife.
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Artificial Intelligence and Nigeria
The year 2015 was a landmark in the development of Al worldwide
as the number of projects that use Al within Google (now Alphabet)
increased to 3,000 projects (Clark, 2015). This development owed much
to affordability, which itself is a consequence of a rise in cloud computing
infrastructure as well as research tools and datasets (Clark, 2015). This
development led Al software developers to expand their presence from
the West into developing countries such as Nigeria. Andela was the
first prominent company Al software developer company to have an
operational branch in Nigeria (Odeyemi, 2019). Founded by Ian Carnevale,
Iyinoluwa Aboyeji, Jeremy Johnson, and Christina Sass, the company
launched operations in Nigeria in 2014, few months before the explosion
in Al technology, to help global companies overcome the severe shortage
of skilled software developers (Odeyemi, 2019, pp. 2045-2046). It is, in
fact, a training company set up to match developers in emerging markets
now known as technology hubs with North American companies. With
the presence of a company such as Andela, software using algorithms to
generate instantaneous credit scores to users in Nigeria started emerging
(Strusani & Houngbonon, 2019, p. 5). This represented one of the greatest
advancements in Nigeria’s financial technology (fintech). An example of
such software application is Branch, a Nigerian fintech company that
was launched in 2015 and started disbursing loans to Nigerians in 2017
(Deloitte, 2019). The company offers microloans to first-time borrowers
and customers without bank accounts. Many other examples of such
technologies including Carbon, Palmcredit and Fairmoney (Deloitte,
2019). In truth, most Al innovations in Nigeria to date have come in the
area of fintech. There is also the adoption of “chatbots,” which was an
innovation by Nigeria’s United Bank for Africa (UBA) when Ada and Leo
were introduced as customer service touchpoint in 2018 (Ebarafeye, 2019).
It was not until the second decade of the 21*' century that Nigeria started
tapping into Al technology. By this time, algorithmic improvements and
access to large amount of data had further aided the development of Al and
guaranteed better accuracy of the technology in the country. “Intelligent
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personal assistants,” which were software agents that could perform
tasks for humans based on commands, were incorporated into phones
to make them “smartphones” in 2012. Consequently, Nigerians hands-on
experience with Al came mainly in the form of the use of smartphones
which became popular in the 2010s. By 2018 there had been a proliferation
of Al software development companies in Nigeria, with an overwhelming
majority of them located in Lagos, Nigeria’s commercial capital. Many of
these companies have contributed to the development of Al technology,
particularly in the financial sector and such contributions have not escaped
government notice. The Lagos State Government, for example, is using
Al to enforce traffic regulations with the use of Automatic Number Plate
Recognition (ANPR) cameras to scan license plates and fine motorists
who violate traffic laws (Google, 2019, p. 4). In fact, the vehicle inspection
service has revealed that about 13, 750 motorists have been identified
through this system in the first quarter of 2019 alone (Google, 2019, p. 4). It
must however be noted that Nigeria has failed to integrate the Al systems
into its overall security architecture. This is an important considering the
fact that the use of Al in its security architecture would have gone a long
way in helping the country to effectively tackle overarching existential
issues like banditry, terrorism and insurgency.

Nigerian National Security Policy sans Al

Nigeria has three important policy documents, National Security Strategy
(NSS) (2019), National Counter Terrorism Strategy (NACTEST) (2016)
and the National Cybersecurity Policy and Strategy (NCPS) (2021) that
were specifically created to guarantee the country’s human and state
security. There are various security challenge that threaten the existence
of the state. Some of the major ones are banditry, kidnapping, armed
robbery, insurgency, terrorism, food insecurity, decrepit health sector,
flailing economy, cybercrimes and cattle rustling. For instance, Nigeria’s
cybercrime statistics is high and climbing (Osho & Onoja, 2015, p. 121).
Kidnapping, armed banditry and militia activities have become very
serious threats to Nigeria’s national security, to the extent that they
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collectively constitute about 40 per cent of incidences of national
insecurity in Nigeria. Boko Haram and the Islamic State in West Africa
Province (ISWAP) still engage in intermittent attacks on various locations
in the Northeast. The effects of these terror campaigns include loss of
lives, mass displacements and destruction of properties. In fact, the defeat
of ISIS in Syria has been deemed a potential threat to Nigeria as former
fighters form the terror group have now moved into the Sahel. To make
matters worse, the potential use of disruptive and emerging technologies,
Al inclusive, by non-state actors remain a key concern considering
growing advances in the field. The U.S. NSCIA (2021, p.2) has warned that
state criminals, and terrorists will conduct Al-powered cyber-attacks in
the foreseeable future. Countering these security threats will, therefore,
require effective intelligence gathering among other things.

Internal security is the statutory duty of a number of security and
intelligence agencies in Nigeria. The Joint Intelligence Board (JIB) and
Intelligence Community Committee (ICC) work together with the
National Crisis Management Centre (NCMC). All of these coordinate
intelligence and information analysis required for strategic decision
making by the National Security Council. It is also worth mentioning
that law enforcement and the criminal justice system are paramount in
internal security. These roles are carried out by all security agencies in
Nigeria, but principally by three critical institutions: the Nigerian police
Force (NPF), the Judiciary and the Nigeria Prison Service (NPS). While not
discountenancing the function of the JIB and the ICC, the State Security
Services (SSS) is the foremost intelligence agency in international security
matters. The Nigerian Police Force (NPF), on the under hand is responsible
for crime detection, prevention and general constabulary functions.
In response to the prevailing security threats in the country in the past
decade, successive Nigerian governments have put in place some policies
to stem the tide. For example, in response to the threat posed by terrorism,
the Nigerian government under Goodluck Jonathan enacted the Terrorism
Prevention Act 2013; and in 2016, during Muhammadu Buhari’s tenure,
Nigeria developed the National Counter Terrorism Strategy (NACTEST)
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and established the Counter Terrorism Centre to coordinate the country’s
national counter-terrorism efforts. In 2017, Nigeria also adopted a policy
Framework and National Action Plan for Preventing and Countering
Violent Extremism (Falode, 2019).

In fact, in recent years, a number of notable initiatives have been
employed in the fight against terrorism. This includes the initiation of
programmes to encourage defection from terrorist groups as well as
promotion of rehabilitation and reintegration of repentant terrorists.
In response to increasing cyber security threats, Nigeria developed the
National Cybersecurity Policy and Strategy (NCPS) in 2015 (Falode,
2021b). This gained traction with the subsequent promulgation of the
Cybercrimes Act (CPPA) that same year (NCPS, 2021). The Act provides
the comprehensive legal framework for cyber security as well as the
prohibition and punishment for cybercrimes in Nigeria. Both the NCPS
and CPPA, in particular, try to build comprehensive capabilities to protect
Critical National Information Infrastructure (CNII) and to mitigate
cyber risks. Banditry and kidnapping are still crimes Nigeria’'s security
infrastructure struggle with, and the best done in this regard is the attempt
to better equip the NPF in training.

Despite all these efforts, Nigeria has not been able to effectively tackle
the various threats. A major factor is the country’s over reliance on
conventional strategies to resolve security-related challenges in the state.
Indeed, the country’s three policy documents on how to effectively shield
the country from attacks in both physical and cyber realms did not give
any critical consideration to the role an Al system could make in ensuring
a more secured Nigeria. That the three aforementioned documents fail
to mention Al systems show the level that Nigeria accorded emerging
technologies in its security architecture. This is unlike what is obtained in
the security documents of some other comparable nations like the United
States and China that gave prominent role to Al systems in their security
architecture (NDS, 2018; DoD, 2020; NIDS, 2020). One should remark
at this point that various factor are militating against the adoption and
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absorption of Al systems into the overall security architecture of Nigeria.
It is these factors that are analyzed in the next section.

Challenges of AI Adoption in Nigeria

Al is still in its nascent stages in Nigeria and as such, there are certain
challenges affecting full implementation. Al and machine learning are
quite complex and intricate. The technicalities involved in harnessing Al
demands particular skill set and expertise which is currently lacking in
Nigeria. The following are factors militating against the integration of Al
systems into Nigeria security architecture: inadequate data and statistical
information, dearth of military hardware for possible Al systems
integration and lack of ready workforce

Inadequate Data:
Artificial Narrow Intelligence (ANI), the most commonly used Al in
existence, uses algorithmic techniques that enable machines to discover
patterns and insights from data, and then use the generated information
to make informed decisions (Delipetrev, Tsinaraki & Kostic, 2020, pp.
4-5). This is how Apple’s Siri and Amazon’s Alexa are able to interact with
their environment and humans they come into contact with (Gadzala,
2018, p. 2). However, to perform such functions optimally, Al requires
large volume of data, usually referred to as “big data” (Gadzala, 2018, p.
2) Machines (Al) analyze this data to learn, make connections and arrive
at decisions. Thus, the availability of plenteous and uninterrupted supply
of data is key to the successful utilization and integration of Al systems
into the security architecture of any state. Herein lies the first challenge to
successful Al systems integration into the Nigerian security architecture —
dearth of large volume of data. The presence of big data explains why it
has been relatively easier for both China and the United States to integrate
Al systems into their overall security architecture. For example, successful
and targeted drone strikes that the United States Army recorded in Iraq
and Syria were only possible because of the inexhaustible supply of
real-time data fed into its weapon systems during the war against the
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Islamic States (Fisk, Merolla & Ramos, 2019). Although, in 2019, due to
the burgeoning menace of the activities of non-state actors like terrorists,
bandits and kidnappers, Nigeria mandated a federal agency, National
Identity Management Commission (NIMC), to “forcefully” collect the
biometric data of its citizen. The aim is to use the collected data to establish
a national database of all Nigerian citizens and use the warehoused
information to check largescale incidences of kidnapping and banditry in
the country (NIMC, 2020).

A related problem is the poor quality of data available. There is no
accurate statistical data available on most metrics in Nigeria. For example,
Nigeria has not been able to conduct accurate census since independence
in 1960. This has affected both short and long-term planning in the
country. The country still relies on both the census figure of 2006 and
extrapolation to provide an estimate of the total number of people in the
country (Ezeah, Iyanda & Nwangwa, 2013, p. 52).

Lack of Military Hardware for Possible Al Integration

Nigeria relies heavily on conventional human-directed weapons in its
engagements with non-state actors with the country. Such conventional
weapons include tanks and small arms and light weapons like bombs,
rifles and machine guns. All these does not involve the use of Al systems.
Advanced weapon systems like drones, cruise missiles and robots would
have required the use of Al systems. However, despite their suitability to
the warfare terrain, especially in the vast Sambisa Forest, the stronghold of
Boko Haram in Bornu state, they are non-existent in the military arsenal
of the Nigerian army. This is partly due to the cost of purchasing such
advanced weapon systems and the lack of qualified engineers to maintain
the weapon systems.

Nonexistent Knowledge Base
Successful integration of Al systems into the Nigerian security architecture
requires that there should be a ready and continuous pool of both the
skillsets needed to generate data and create software. These can be gotten
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from both the country’s educational system and private and public sector
partnership in the area of Al research and innovation. However, the
educational system that should have been the powerhouse for innovation
and research into Al systems and that should have supplied the local
manpower need in the areas of software and hardware development had
fallen short. The president of Nigeria, Muhammadu Buhari, presented the
2021 budget proposal to the National Assembly on October 2020. Out of
N13.08 trillion budgeted for the coming year, N742.5 billion was allotted
to education. At just 5.6 percent, this is the lowest allocation since 2011
(Olufemi, 2020). The effect of these were made even more apparent at the
height of the lockdown in Nigeria due to the Coronavirus. With schools
shut down, some secondary and tertiary institutions transitioned into
e-learning. This wasn’'t without its difficulties though as most tutors are
not ICT compliant and also the high cost of ICT infrastructures, as well
as the constant erratic power supply that constantly affects all sectors in
Nigeria. Strusani & Houngbonon (2019) have explained this in terms of
the lack of access to expertise and data, which often discourage private
investors from pursuing Al projects in emerging markets. Therefore, scarce
Al expertise in developing countries increases the cost of implementing
any Al projects in emerging markets.

Al and Nigerian National Security Architecture

Nigeria has four domains—Iland, air, water and cybersphere-to protect
in order to ensure its security. The country’s preeminent defence and
strategic policy documents spell out specific measures that Nigeria can
use to ensure effective protection of the state from malign state and non-
state actors. What is missing in these strategic documents are the specific
areas that Al systems can be used or integrated into the country’s overall
security architecture to provide adequate and holistic protection. By using
specific and poignant examples from other climes, this section will show
that Nigeria can effectively integrate Al systems into its overall security
architecture. This study has identified four key areas for Al integration
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in the Nigerian security sector: cybersecurity, defence, intelligence and
internal security.

1.

ii.

Defence—Nigeria has an expansive territorial space that is very
difficult to police effectively. Over the years, this has made it
easier for non-sate actors like Boko Haram and bandits to embed
themselves in pockets of ungoverned spaces within the country.
The issue of non-state actors embedding themselves in ungoverned
spaces is a problem that is felt in all regions of the federation. To
overcome this challenge, in the first instance, the country can use
Al systems with hardware such as drones and ground robots to
provide active and continuous coverage over large swath of the
country. It will also be possible to effectively use such systems for
surveillance and reconnaissance. The information provided by
these Al-enabled systems will make it possible for the state to carry-
out targeted and surgical response to every emerging threats. This
will not only save time and money but will further lead to optimal
deployment of warfighters to where they will be most effective.
Secondly, and crucially, the use of Al ground robots in contested
zones in the northeast of Nigeria like Borno state will save lives of
warfighters and it will further keep down the cost of deployment.
This is because non-state actors in the region, especially Boko
Haram and Islamic State West Africa Province (ISWAP), rely
heavily on the use of IEDs to cripple and blunt the response and
effectiveness of warfighters in the zone (Falode, 2016, pp. 42-47).
Al-enabled ground robots could be sent ahead of the main force
to act as scout and decoys, and be the first to come into contact
with surreptitiously planted IEDs. For example, Israeli army used
Al-enabled ground robots in Gaza during the latest phase of its war
with Palestinian militants (Sprengel, 2021).

Intelligence—AlI systems will be particularly suited to intelligence
collection and real-time analysis. Copious data now exists Nigeria
because of the ubiquitous use of smart phones and the Internet.
The rate at which data is churned-out by such activities would have
been very difficult for human to process effectively and efficiently.
Bu, Al systems can help to quickly show threads that connects
data, flag suspicious activity, spot trends, fuse disparate elements
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iii.

of data and anticipate future behaviour. Since all the malign non-
state actors in Nigeria make use of either smart devices like phones
(bandits and kidnappers) or Internet-enabled technologies like
Youtube, Facebook and Twitter (Boko Haram and ISWAP), there
exist treasure troves of data that can be mined to better counter
the nefarious activities of such groups. Using Al to sieve through
these data can help Nigeria to predict the actions of malign non-
state actors, responds proactively before attacks are launched, and
effectively curtail the spread of violent extremist ideology. China
has effectively used such Al systemslike Integrated Joint Operations
Platform (IJOP) to keep radical extremist at bay within the country
(Ding, 2019, pp. 43-46; Feldstein, 2019, pp. 20-21). Importantly,
intelligence is the livewire of any successful counterinsurgency
and counterterrorism operations (Falode, 2021a). The integration
and deployment of Al systems into Nigerian security architecture,
especially in the areas of collection and analysis of data, will
complement or even eclipse human intelligence (HUMINT) in the
contested zones of the northeast.

Cybersecurity—Although, Nigeria has devoted considerable efforts
to protect the state in cybersphere, the country has failed to deploy
and utilize Al as a key plank of its security protocols. The cyber
domain plays critical role in every sector of the Nigerian state.
Key sectors like financial institutions and oil and gas rely heavily
on cyberspace. Realizing the significance of the domain to the
overall of the state, Nigeria developed a robust cybersecurity policy
and strategic documents to shield the state from the activities of
malign state and non-state actors in cybersphere (Falode, 2021b,
PP- 553-554). However, the absence of Al tools in the nation’s
cybersecurity architecture has left the country wide open to deadly
and opportunistic attacks in cyberspace. Using Al systems as one
of the tools in the country’s cybersecurity arsenal will allow the
country to respond to breaches faster and make the system to be
more resilient in the face of attacks. Importantly, Al tools could
be deployed to monitor and flag insidious financial transactions in
cyberspace. This point is crucial. Money is the livewire of successful
malign activities such as terrorism and transnational crimes. Al
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tools can be used to monitor financial transactions in real-time,
flag suspicious exchanges and cut-off funding to malign non-state
actors.

iv. Internal Security—Al tools will be particularly suited to border
policing in Nigeria. Nigeria has multiple official and unofficial
border points. It has been extremely difficult and expensive for the
state to effectively man most of the borders. Indeed, illicit goods,
especially small arms and light weapons (SALWs) have found their
way into the country via some of these poorly manned borders
(Falode, 2021c, pp. 411-415). In addition to this, malign non-state
actors like bandits, cattle-rustlers, kidnappers and terrorists have
successfully infiltrated Nigeria through these borders. To overcome
this challenge, Nigeria can use Al tools to complement the efforts
of its human security agents. Unmanned aerial vehicles and Al-
enabled ground robots can be used to monitor borders through
advances in automated surveillance and anomaly detection. Al
systems that monitor human emotional expression and behaviour,
like those used in China, could aid in recognizing humans that
appear nervous or are acting erratically (McKendrick, 2019, p. 13).

Conclusion

Nigeria has four important domains - land, air, sea and cyberspace - to
protect in order to ensure the existential survival of the state. In the 21
century, the country has had to confront simultaneous threats from three
out these four domains. The major threats are terrorism, insurgency,
trans-border crimes, kidnapping, banditry and piracy. These threats have
severely challenged the ability of security agencies to respond proactively
and effectively to the defence of the state. To protect Nigeria in these
critical domains, and to check the activities of malign non-state actors
that threatens its existence, Nigeria has relied on conventional counter
measures. These measures include the use of ground forces, police, SALWs
and HUMINT. However, all these have failed to provide holistic and
effective security shield that the country sorely needed. In order to make
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the nation’s security more effective and strategic, this work has suggested
the integration of Al tools into the country’s security architecture. The
work identifies key areas like cybersecurity, intelligence and defence for
Al integration and deployment. With the present multi-modal threats
that confronts the country in different arenas, Al systems integration and
deployment into Nigeria’s security architecture will save money, time and
countless lives.
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